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Abstract 
IDS which are increasingly a key part of system defense are used 

to identify abnormal activities in a computer system. In general, 

the traditional intrusion detection relies on the extensive 

knowledge of security experts, in particular, on their familiarity 

with the computer system to be protected. To reduce this 

dependence, various data-mining and machine learning 

techniques have been used in the literature. During recent years, 

number of attacks on networks has dramatically increased and 

consequently interest in network intrusion detection has 

increased among the researchers. In this paper we have used the 

terms detection rates and false alarm rates to compare the results 

of Naïve Bayes algorithm and Support Vector Machine algorithm 

to find out the results for intrusion detections and by using Naïve 

Bayes method with Ant Colony Optimization technique try to 

improve the rates for better detection. The proposed algorithm is 

used for comparative study we have done in this paper on the 

basis of which we measure the performance and usefulness of 

particular methods in detecting specific class of attacks. 

Experimental results performed using the KDD99 benchmark 

network intrusion detection dataset indicate that it can 

significantly reduce the number and percentage of false positives 

and scale up the balance detection rates for different types of 

network intrusions. 

Keywords: Intrusion Detection System, Naïve Bayes, Support 

Vector Machine, Ant Colony Optimization, KDDCup99 dataset, 

Detection Rates, False alarm Rates, Fuzzy Logic, Fuzzy If-Then 

Rules. 

1.     Introduction 

Intrusion Detection refers to the process of monitoring the 

system for unauthorized access incidents which can be the 

violation of the security policy, system use policy, or any 

other security standards [1]. An Intrusion Detection 

System (IDS) is software that implements the intrusion 

detection process. On the other hand, an Intrusion 

Prevention System (IPS) prevents unauthorized access 

incidents from being successful. To better protect the 

system from any attacks, Intrusion Detection and 

Prevention System (IDPS)[2] which provides a completely 

automated monitoring services, is deployed on the 

systems. Most of the IDPS systems log the incident every 

time an attack on the system is detected and notifies the 

administration of the system so that all necessary actions 

can be taken to avoid such incidents again in the future. 

The administrators of the system can also configure the 

IDPS to monitor the violations of the end user policies. 

Figure 1 illustrates where an IDPS is placed and how it 

functions.  

 

Fig 1: Intrusion Detection and Prevention System 

An IDPS is composed of the following components: 
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Agent: Agent is the module that listens for the events and 

analyzes the system activities. In case of IDPS used for 

network attacks, the agent is called “sensor” [1]. 

 

Management Server: Management server is responsible for 

analyzing the received information from the current 

activity to decide if an attack is in progress. It would use 

the information from other elements also such as 

signatures and profiles to complete the analysis. 

 

Database Server:  Database server is used to store the 

information received from the agents and the management 

server. The management server also uses the database 

server to complete it operations. 

 

Console:  Console or management interface serves as the 

interface between the IDPS and the administrator. The 

console is used to monitor the system events produced by 

the IDPS. Some consoles are also used to configure the 

agents and perform software upgrades [1].  

 

Figure 2 illustrates all the required components that an 

IDS is composed of. The models that the IDPS follows to 

detect attacks can be divided into two categories: 

Signature-Based Detection Model: It relies on the patterns 

of the known intrusions in order to match and identify 

intrusion which is a very efficient detection model due to 

its low complexity in implementation and detection. 

Signature recognition techniques are used in most existing 

intrusion detection systems, commercial or freeware. The 

drawback of a signature-based detection model is its 

inability to detect new unknown attacks since the system 

does not have any signature entry in the system for the 

new attacks.  

 

 

  

                             

Fig 2: IDPS Components 

Anomaly-Based Detection Model: It is used to identify an 

intrusion when the observed activities in computer systems 

demonstrate a large deviation from the norm profile built 

on long-term normal activities and it is able to detect even 

unknown attacks by comparing the current abnormal 

events with something that is considered normal. 

 

In such cases, the anomalies may be showing false 

positives means classifying a normal behavior as an 

abnormal, and hence as possible attack instances. This 

discussion points out that the tradeoff between the ability 

to detect new attacks and the ability to generate a low false 

alarms rate is the key point to develop an effective IDS. In 

this, if fuzzy linguistic IF-THEN rules[3] are formulated 

and a process of fuzzification, inference, and 

defuzzification leads to the final decision of the system. 

Although sometimes the fuzzy rules can be directly 

derived from expert knowledge, different efforts have been 

made to obtain an improvement on system performance by 

incorporating learning mechanisms guided by numerical 

information to define the fuzzy rules. This issue, known as 

fuzzy rule learning(FRL) which is used to generate results 

obtained by applying on classification algorithms such as 

Naïve Bayes & Support Vector Machine in the KDD data 

set. Several data mining algorithms, such as decision tree, 

naïve Bayesian classifier, neural network, Support Vector 

Machines, and fuzzy classification, etc. [5] have been 

widely used by the IDS community for detecting known 

and unknown intrusions, from which we used Naïve Bayes 

and SVM in our work. Data mining based intrusion 

detection algorithms aim to solve the problems of 

analyzing the huge volumes of audit data and realizing 

performance optimization of detection rules [6]. But there 

are still some drawbacks in currently available commercial 

IDS, such as low detection accuracy, large number of false 

positives, unbalanced detection rates for different types of 

intrusions, long response time, and redundant input 

attributes. To overcome, in this contribution, a novel way 

of increasing efficiency Ant Colony Optimization (ACO) 

algorithms [7][8] is used with it. 

 

The main emphasis of this paper is to find efficiently the 

values of detection rates (DR) and false alarms rate (FAR) 

of the various intrusion attacks detected in the data set and 

compare them to measure their performances.  The 

experiments and evaluation are performed using the KDD-

Cup99 benchmark dataset which contains information on 

computer networks, during normal and intrusive 

behaviors. This dataset is available at the University of 

California, Irvine web site. 

 

 

The paper is organized as follows: in section 1 we outline 

introduction of the intrusion detection models, FRL 

concepts , architecture of data mining based IDS ,section 2 

includes related work done ,section 3 includes  

introduction  of various methods used ,section 4 we 

introduce the proposed algorithms. Section 5 we apply the 
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proposed algorithms to the area of intrusion detection 

using KDD99 benchmark network intrusion detection 

dataset,  section 6 shows the experiments analysis and  

results and Section 7  is conclusions and future works. 

 

2.    Related Work 

 In 1980, the concept of intrusion detection began with 

Anderson‟s seminal paper [9]; he introduced a threat 

classification model that develops a security monitoring 

surveillance system based on detecting anomalies in user 

behavior. In 1986, Dr. Denning proposed several models 

for commercial IDS development based on statistics, 

Markov chains, time-series, etc [10]. In 2000, Valdes et al. 

[11] developed an anomaly based IDS that employed naïve 

Bayesian network to perform intrusion detecting on traffic 

bursts. In 2003, Kruegel et al. [12] proposed a 

multisensory fusion approach using Bayesian classifier for 

classification and suppression of false alarms that the 

outputs of different IDS sensors were aggregated to 

produce single alarm. In 2000, Dickerson at al. [13] 

developed the Fuzzy Intrusion Recognition Engine (FIRE) 

using fuzzy logic that process the network data and 

generate fuzzy sets for every observed feature and then the 

fuzzy sets are used to detect network attacks. In 2005, an 

efficient and biologically inspired learning model called 

Ant Colony Clustering Model for anomaly intrusion 

detection in the multi-agent IDS [14] is designed. In 2009, 

Wu and Yen [6] applied DT and support vector machine 

(SVM) algorithm to built two classifiers for comparison by 

employing a sampling method of several different normal 

data ratios. In 2004, Amor et al. [15] conducted an 

experimental study of the performance comparison 

between NB classifier and DT on KDD99 dataset. In 2010, 

Md. Abadeh and J. Habibi, [16] proposed a hybridization 

of evolutionary fuzzy systems and ant colony optimization 

which is used for Intrusion Detection. 

 

 

 

3. Introduction to Various Methods used 

3.1    Fuzzy If- then  Rules 

 An FRBS presents two main components: 1) the 

Knowledge Base (KB), representing the knowledge about 

the problem being solved in the form of fuzzy linguistic 

IF-THEN rules, and 2) the Inference Engine, which puts 

into effect the fuzzy inference process needed to obtain an 

output from the FRBS when an input is specified. The 

structure of a linguistic FRBS is shown in Figure 3. Fuzzy 

IF-THEN  rule is used to increase the interpretability and 

accuracy of intrusion detection model The essential part of 

fuzzy rule based systems (FRBSs) is a set of IF-THEN 

linguistic rules [3], whose antecedents and consequents are 

composed of fuzzy statements, related by the dual 

concepts of fuzzy implication and the compositional rule 

of inference.     

                                                                             

INFERENCE ENGINE

DATABASE RULEBASE

FUZZIFICATION 
INTERFACE

DEFUZZIFICATION 
INTERFACE

INFERENCE 
SYSTEM

Real

Input 

X

Real

O utput

Y

                                                                              

Fig 3: Generic structure of a linguistic Fuzzy Rule-Based System. 

An FRBS is composed of a knowledge base (KB), that 

includes the information in the form of IF-THEN fuzzy 

rules;   

 

IF a set of conditions are satisfied 

 

THEN a set of consequents can be infered 

 

and an inference engine module that includes a 

fuzzification interface, which has the effect of 

transforming crisp data into fuzzy sets; an inference 

system, that uses them together with the KB to make 

inference by means of a reasoning method; and a 

defuzzification interface, that translates the fuzzy rule 

action thus obtained to a real action using a defuzzification 

method. 

 

FRBSs[4] can be broadly categorized into different 

families. One of the linguistic models based on collections 

of IF-THEN rules, whose antecedents are linguistic values, 

and the system behaviour can be described in natural 

terms. The consequent is an output action or class to be 

applied. For example, we can denote them as: 

 

 IF  is  and   is . ………. and  is   

THEN    is  and  is  is  

 

or, 

 

IF  is  or   is . ………. or  is    

THEN    is  or  is  is  
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 If X={ , , ….,  and Y={ , , …., } are the 

universes of , , ….,   and , , ….,  

respectively, then , , ….,  and , , ….,  are 

fuzzy sets in these universes, and , , ….,   and 

, , ….,  are fuzzy variables. For increased 

comprehensibility of the rules these variables may be 

linguistic variables taking linguistic terms. 

 

3.2        Support Vector Machines (SVM) 

Support Vector Machines (SVM) [17] have been a 

promising tool for data classification which is  one of the 

most robust and accurate methods among all well-known 

algorithms. Its basic idea is to map data into a high 

dimensional space and find a separating hyper plane with 

the maximal margin. SVM are of two types: Linear and 

Non-linear [18]. For a linearly separable dataset, a linear 

classification function corresponds to a separating hyper 

plane f(x) that passes through the middle of the two 

classes, separating the two. Once this function is 

determined, new data instance  can be classified by 

simply testing the sign of the function f ( ); belongs to 

the positive class if f( ) > 0. Whereas a non-linearly 

separable dataset unlike the linear kernel, can handle the 

case when the relations between class labels and attributes 

is nonlinear.  

 

We used linear machines trained on separable data for 

classification of data. Here label the training data { , }, 

i=1, ··· , l,  ∈ {−1, 1},  ∈ . Suppose we have some 

hyper plane which separates the positive from the negative 

examples (a “separating hyper plane”). The points x which 

lie on the hyper plane satisfy w · x + b = 0, where w is 

normal to the hyper plane, |b|/ w  is the perpendicular 

distance from the hyper plane to the origin, and w is the 

Euclidean norm of w. Let  ( ) be the shortest distance 

from the separating hyper plane to the closest positive 

(negative) example. Define the “margin” of a separating 

hyper plane to be + . For the linearly separable case, 

the support vector algorithm simply looks for the 

separating hyper plane with largest margin. This can be 

formulated as follows:  

Suppose that all the training data satisfy the following 

constraints: 

 

                  ·w + b ≥ +1 for  = +1                         (1)   

 

               · w + b ≤ −1 for   = −1                         (2)                                                       

These can be combined into one set of inequalities: 

 

                  (  · w + b) − 1 ≥ 0                            (3)   

                                              

Now consider the points for which the equality in Eq. (1) 

holds (requiring that there exists such a point is equivalent 

to choosing a scale for w and b). These points lie on the 

hyper plane : ·w + b = 1 with normal w and 

perpendicular distance from the origin |1 − b|/ w . 

Similarly, the points for which the equality in Eq. (2) holds 

lie on the hyper plane  : ·w+b= −1, with normal again 

w, and perpendicular distance from the origin | − 1 − 

b|/ w . Hence d+ = d− = 1/ w   and the margin is simply 

2/ w  . Note that  and  are parallel (they have the 

same normal) and that no training points fall between 

them. Thus we can find the pair of hyper planes which 

gives the maximum margin by minimizing , subject 

to constraints(3). Thus we expect the solution for a typical 

two dimensional case to have the form shown in Figure 4. 

Those training points for which the equality in Eq. (3) 

holds (i.e. those which wind up lying on one of the hyper 

planes  , ), and whose removal would change the 

solution found, are called support vectors; they are 

indicated in Figure 4 by the extra circles.  

              

 

 

Fig 4.  Linear separating hyper planes for the separable case. The support 

vectors are circled. 

3.3  Naïve Bayesian Classifier (NB)  

NAÏVE BAYES[19] method based on the „Bayes rule‟ for 

conditional probability as this rule provides a framework 

for data assimilation. All data assimilation methods can be 

deduced from it. The principle of Bayesian analysis is 

"The probability of A given B is not the same as the 

probability of B given A".     

                       

                                 P ≠  

 

Two types of Bayes rule are:Non-Bayesian probabilities 

for data knowing the parameters and Bayesian 

probabilities for parameters knowing the data. 
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The Bayes theorem[20], by definition of conditional 

probabilities: 

 

P(A∩B)= P P(B)  = P P(A)   =  

 

Thus the Bayes theorem as given in eq(4).    

           

     P     =  =         (4) 

                              

                         P  

Where,  if A and B are independent. 

 

Naïve Bayesian classifier [21] is a simple classification 

scheme, which estimates the class- conditional probability 

by assuming that the attributes are conditionally 

independent, given the class label c. The conditional 

independence assumption can be formally stated as given 

in Eq.(5): 

 

               P  =                       (5) 

          

Where each attribute set A = { , , …., } consists of n 

attribute values. With the conditional independence 

assumption, instead of computing the class-conditional 

probability for every combination of A, only estimate the 

conditional probability of each  , given C. The latter 

approach is more practical because it does not require a 

very large training set to obtain a good estimate of the 

probability. To classify a test example, the naïve Bayesian 

classifier computes the posterior probability for each class 

C as given in Eq. (6): 

 

                   P  =                             (6)  

 

Since P(A) is fixed for every A, it is sufficient to choose 

the class that maximizes the numerator term, as given in 

Eq. (7): 

 

                                                        (7) 

 

3.4    Ant Colony Optimization (ACO) 

The ant colony optimization algorithm (ACO) is a 

probabilistic technique for solving computational 

problems which can be reduced to finding good paths 

through graphs based on the strategies of real ants [24]. It 

was initially proposed in 1992 by Colorni, Dorigo and 

Maniezzo [22][23]. In ACO, each artificial ant is 

considered as a simple agent, communicating with other 

ants only indirectly and by effecting changes to a common 

environment.  

 

Ant colonies (AC) Algorithm: Ant colonies (AC) 

Algorithm [25] is given below: 

1: Initialize pheromone trail 

2: while stopping criteria not met do 

3:             for all ants do 

4:                Deposit ant randomly 

5:                while solution incomplete do 

6:                      Select next element randomly according to 

                          pheromone trail 

7:                end while 

8:            end for 

9:            Update pheromone trail 

10: end while 

 

Initially proposed by Marco Dorigo in 1992 in his PhD 

thesis, the first algorithm was aiming to search for an 

optimal path in a graph, based on the behavior of ants 

seeking a path between their colony and a source of food. 

The original idea has since diversified to solve a wider 

class of numerical problems, and as a result, several 

problems have emerged, drawing on various aspects of the 

behavior of ants. The main features are high-precision 

solution, fast search speed, convergence to global 

optimum and greedy heuristic search. 

  

Probabilistic transition rule: The probabilistic transition 

rule [26] which is also called as random proportional 

transition rule as given in Eq. (8):    

   

                   =  ,                       (8)   

 

where:  is the probability  rule antecedent ,  is the 

heuristic value ,  is the amount of pheromone at 

iteration t , a is the total number of attributes ,  is the 

number of domain values of the  i-th attribute , I are the 

attributes not yet used by the ant  and (  and ) are two 

adjustable parameters that control the relative weight of 

the heuristic and pheromone values respectively.  

 

Quality computation: Quality computation  includes that 

the quality of a rule in Ant-Miner is computed according 

to as given in Eq. (9) 

 

                     Q =                              (9) 

 

TP: true positives, FP: false positives, FN: false negatives, 

TN:true negatives.  

 

As it is mentioned, the Quality is used for selecting the 

best rule between discovered ones. Besides, Ant-Miner 

uses the quality as a factor for pheromone updating. 
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Pheromone updating 

 

Pheromone updating[27] includes that, in each iteration t, 

the pheromone will be increased for all the terms including 

in the constructed rule as given in Eq. (10): 

 

            = +            (10) 

 

where R is the set of all the terms included in the rule. 

Furthermore, the pheromone should be decreased for every 

 not in the antecedent part of the rule. By 

normalizing the pheromone this objective would be 

satisfied. 

4. Proposed Work 

Our aim is to increase level of performance of intrusion 

detection of the most using classification techniques 

nowadays by using optimization method like ACO. In this 

fuzzy IF-THEN rule is used to increase the interpretability 

and accuracy of intrusion detection model for better 

results. We choose naive bayes classifier (NB) and 

Support vector machine (SVM) in our work. Here in this 

paper we can measure the performance based on train 

values of these methods by comparing the generated 

values of DR and FAR respectively. In Naïve bayes 

classifier using ant colony optimization technique the 

values of DR and FAR can be improve for detecting 

intrusions in the given dataset.  

 

In NB-ACO method, the values of parameter assumed in 

this paper for ant colony optimization includes total no. of 

cycles NC=100, no. of ants=30, maximum iterations =250, 

transaction data=30, values of , . 

Figure 5. shows flowchart for  

proposed algorithm. 

  

The proposed algorithm can be summarized as follows: 

 

STEP-1: Start with to generate input dataset from 

KDDCup99 to compare the performance of various 

intrusion detection methods. 

 

STEP-2: Apply fuzzy IF-THE rule to increase the 

interpretability and accuracy of intrusion detection model. 

 

STEP-3: Select the training dataset by using train values 

from the given input dataset to train our model. 

 

        

I/P DATASET

APPLY 

FUZZY IF-

THEN RULE

NAÏVE 

BAYES

CLASSIFICATION 

METHOD ?

SVM NB-ACO

APPLY ON 

TEST 

DATASET

COMPARISION 

PERFORMANCE 

MEASUREMENT

GENERATE 

DR & FAR 

VALUES

SELECT 

TRAINING 

DATASET

             

Fig 5.   Flowchart for Proposed method. 

STEP-4: Choose one of the following classification 

methods which is used to find out the various intrusion to 

be detect in test dataset. 

 

a) Support Vector Machines (SVM) 

b) Naïve Bayes Classifier (NB) 

c) Naïve Bayes with Ant Colony Optimization 

(NB-ACO) 

STEP-5: Apply it on the test dataset. 

 

STEP-6: Generate detection rate (DR) and false alarm rate 

(FAR) values. 

 

STEP-7: compare these values obtained in previous step 

and finally obtain the results by measure of performance 

of the model. 

 

STEP-8: Stop. 
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5. Kdd Cup99 Dataset  

The KDD cup 1999 dataset was used in the 3rd 

International Knowledge Discovery and Data Mining 

Tools Competition for building a network intrusion 

detector, a predictive model capable of distinguishing 

between intrusions and normal connections [28]. In 1998, 

DARPA intrusion detection evaluation program, a 

simulated environment was set up to acquire raw TCP/IP 

dump data for a local-area network (LAN) by the MIT 

Lincoln Lab to compare the performance of various 

intrusion detection methods. It was operated like a real 

environment, but being blasted with multiple intrusion 

attacks and received much attention in the research 

community of adaptive intrusion detection. The KDD99 

dataset contest uses a version of DARPA98 dataset. In 

KDD99 dataset [29], each example represents attribute 

values of a class in the network data flow, and each class 

is labeled either normal or attack. Examples in   KDD99 

dataset     are represented   with a 41 attributes and also 

labeled as belonging  to one of five classes as 

follow:1)Normal, (2) Denial of Service (DOS), (3) Remote 

to User (R2L), (4) User to Root (U2R), (5) Probing 

(Probes). 

Table 1 presents the classification of different types of 

attacks in the four different Intrusion classes and the 

distribution of each class in the 10% of the KDD-Cup 99 

data set.Hence, 41 numeric features are constructed and 

normalized to the interval [0, 1]. They are given in table 2. 

This section consists of two subsections.  

 

As we know for better intrusion detection the rate of 

detection must be higher and rate of false alarm must be 

lower, in our next section the experimental analysis is 

shown. To estimate the performance of the system, two 

important formulas are used to evaluate system accuracy: 

1) detection rate (DR) Eq.(11),  2) false alarm  rate (FAR) 

Eq.(12). 

 

      DR= ×100%          (11) 

  

     FAR= ×100%(12)   

 

 

    

 

 

 

 

 

Table 1. Different Attacks Types in 10% Kdd99 Dataset 

 

6. Experimental Analysis and Results 

In order to evaluate the performance of proposed 

algorithm for network intrusion detection, we performed 

5-class classification using KDD99 intrusion detection 

benchmark dataset. All experiments were performed using 

an Intel core 2 Duo Processor 2.0 GHz processor (2 MB 

Cache, 800 MHz FSB) with 512 MB RAM, and 

implemented on a Windows XP Professional operating 

system. Figure 6 shows results as obtained by using 

various classification techniques.The results of the 

comparison of proposed algorithm with SVM, with naive 

Bayes classifier and with NB-ACO are in Table 3.  
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Fig 6. Results obtained by using various classification techniques 

 

5 Main Attack 

Classes 
22 Attacks Classes Samples 

Normal  97277 

Denial of 

Service(DoS) 

back, land, Neptune , pod, 

smurt , teardrop 
391458 

Remote to 

User (R2L) 

ftp _write, guess _passwd , 

imap ,multihop, phf, spy,  

warezclient, warezmaster 

1126 

User to Root 

(U2R) 

buffer_overflow,perl,load 

module, rootkit 
52 

Probing 
ipsweep, nmap, portsweep, 

satan 
4107 
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Table: 2       Input Attributes for Kdd99 Dataset 

 

 

 

7. Conclusion and Future Work 

In this paper, we compare the performances of different 

methods used for Intrusion detection on the basis of DR 

and FAR values. The results obtained as, the value of rates 

obtained from Naïve Bayes is quite lesser than SVM. And 

increased efficiency of Naïve Bayes classifier with ACO is 

increased upto (97% approx.) much better than the two 

methods which is upto (91% approx.). 

 

One more point to be noticed is that with the increase in 

the train values, there shows slight increase in the DR 

values in each method which indicates better performance 

of our work. We conclude that with such a great 

improvement in percentages of DR and FAR values, our 

work seems will be useful for more research in this field. 

Here shows that using optimization technique the results  

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

be improve for better detection. The future works focus on 

applying and ensemble some other techniques to 

improving the performances of these methods for intrusion 

detection upto (99.99%), and also improve support vector 

machine technique by applying some other methods with 

it.   

 
Table 3.Comparison of Performances of Various Methods Used 

NO. Attributes name Type NO. Attributes name Type 

1 Duration Con. 22 is_guest_login Dis. 

2 protocol_type Dis. 23 Coun Con. 

3 Service Dis. 24 srv_count Con. 

4 Flag Dis. 25 serror_rate Con. 

5 src_bytes Con. 26 srv_serror_rate Con. 

6 dst_bytes Con. 27 rerror_rate Con. 

7 Land Dis. 28 srv_rerror_rate Con. 

8 wrong_fragment Con. 29 same_srv_rate Con. 

9 Urgent Con. 30 diff_srv_rate Con. 

10 Hot Con. 31 srv_diff_host_rate Con. 

11 num_failed_logins Con. 32 dst_host_count Con. 

12 logged_in Con. 33 dst_host_srv_count Con. 

13 num_compromised Con. 34 dst_host_same_srv_rate Con. 

14 root_shell Con. 35 dst_host_diff_srv_rate Con. 

15 su_attempted Con. 36 dst_host_same_src_port_rate Con. 

16 num_root Con. 37 dst_host_srv_diff_host_rate Con. 

17 num_file_creation Con. 38 dst_host_serror_rate Con. 

18 num_shells Con. 39 dst_host_srv_serror_rate Con. 

19 num_access_files Con. 40 dst_host_rerror_rate Con. 

20 num_outbound_cmds Con. 41 dst_host_srv_rerror_rate Con. 

21 is_host_login Dis.    

Train 

value 

SVM 

DR 

NB 

DR 

NB-

ACO 

DR 

SVM 

FAR 

NB 

FAR 

NB-

ACO 

FAR 

0.20 91.44 90.97 95.95 5.9149 4.3543 1.6505 

0.45 91.52 91.17 96.03 5.9909 4.5567 1.7265 

0.50 91.56 91.19 96.17 6.0322 4.5766 1.7678 

0.68 91.59 91.25 96.23 5.9909 4.6324 1.7265 

0.75 91.65 91.31 97.07 6.0322 4.6907 1.7678 

0.86 91.70 91.36 97.21 6.1746 4.7498 1.9102 
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