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Abstract 

Digitalization has made our life easier and fast but has also 

brought some drawbacks along. Digitalization helps in 

transferring documents, graphics; multimedia files just 

with a single click but this data is copied very easily and 

multiple copies are made and distributed without the 

knowledge of owner of the data. There are many 

applications of video are available such as DVD, video 

conferencing, video on demand and high definition TV.  

These applications are prone to illegal tampering, altering 

and forging. Some techniques like cryptography and 

encryption only provides security during the transmission 

of data but is unable to check illegal copying and 

distribution. Due to which the need for digital 

watermarking arises.  Digital watermarking is a way of 

inserting a digital signal into a digital document like text, 

graphic or multimedia. The signal inserted is called digital 

watermark and carries information unique to the copyright 

owner. Video watermarking is the extension of digital 

watermarking concept. In this paper I am focusing on the 

review of various video watermarking techniques. Video 

watermarking has different challenges from image 

watermarking due to the presence of frames with high level 

of redundancy. Video data is prone to attacks such as 

content modification, cropping, frame averaging, frame 

dropping and frame swapping. I had reviewed video 

watermarking techniques and try to conclude, which one is 

the best suitable video watermarking technique. 
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1. Watermarking - Introduction 

Digital watermarking is a technology for inserting various 

types of information in digital content. The information 

inserted is to protect data from illegal copying and for 

checking authenticity. The watermark inserted should be 

such that standard manipulations of intentional and 

unintentional nature could be resisted. It should be 

irremovable and should not affect the quality of document 

when inserted or extracted. Digital watermark should be 

able to withstand multiple watermarking to help traitor 

tracing. Watermarks are added to the digital content in 

such a way that they could not be detected by humans. 

Digital watermarking depends on application and different 

applications have different requirements. There is 

possibility that these requirements are linked to each other, 

if we improve the one aspect the other get deteriorated or 

improved. There are certain aspects which should be 

considered while watermarking any data. 

 

1. Fidelity: the watermark inserted should not distort the 

data to an extent that it is visible to humans very 

easily. The fidelity should be of high level so that 

nobody can sense it. 

2. Statistically undetectable: watermark should be 

statistically undetectable means upon statistical 

analysis the watermark should not be visible to human 

eyes. 

3. Robustness: It is the resistance of system against the 

attacks on data to remove watermark using signal 

processing methods and frame dropping methods. For 

effective watermarking, watermark should be 

detectable even after distortions. Video signals are 

more susceptible to pirate attack due to large amount 

of data and redundancy. 

4. Capacity: The amount of information which can be 

carried by an inserted watermark.  

5. Use of Key: secret key is used with the help of 

cryptographic techniques to improve the security 

which further improve the robustness of the data. 

 

2. Literature Survey: 

Ashish M. Kothari(2012): In this paper, he emphasized 

on the transform domain method for the digital 

watermarking of video for embedding invisible watermarks 

behind the video. It is used for the copyright protection as 

well as proof of ownership. In this paper they have 

specifically used the characteristics of 2-D discrete wavelet 

transform and discrete cosine transform for the 

watermarking. In this work we first extracted the frames 

from the video and then used frequency domain 

characteristics of the frames for watermarking. They 

calculated different parameters for the sake of comparison 

between two methods. 

 

Yujie Zhang (2012): This paper presents a video 

watermarking algorithm in detail based on DCT, DWT and 

neural network technology and digital watermarking was 

proposed and a professional video copyright protection 

platform was built using the above algorithm. This 

algorithm effectively enhances the robustness of the video 
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stream. The platform includes video watermarking 

embedding, watermark detection and video piracy tracking 

and other functions. It doesn’t only achieve the prevention 

beforehand but also the piracy tracking afterwards. The 

simulation results show that the platform can effectively 

implementing the copyright protection of digital video 

works. 

 

Nisreen I. Yaseen (2012): In this paper, a comprehensive 

approach for digital video watermarking is introduced, 

where a binary watermark image is embedded into the 

video frame. Each video frame is decomposed into sub 

images using 2 level discrete wavelet transform  then the 

principle component analysis (PCA) transformation is 

applied for each block in the two band LL and HH. The 

watermark is embedded into the maximum coefficient of 

the PCA block of the two bands. The proposed scheme is 

tested using a number of video sequences. Experimental 

results show high imperceptibility where there is no 

noticeable difference between the watermarked video 

frames and the original frames. The computed PSNR 

achieve high score which is 44.097db. The proposed 

scheme shows high robustness against several attacks such 

as JPEG coding, Gaussian noise addition, histogram 

equalization, gamma correction, and contrast adjustment. 

 

Prachi V. Power (2013): Objective of this paper id to 

develop a low power, robust and secure watermarking 

system for authentication of video. In it a FPGA based 

implementation of an invisible watermarking encoder. It 

consists of a watermark generator module and watermark 

insertion module. The system is initially simulated and 

tested for various attacks in MATLAB/SIMULINK and 

then prototyped on VERTEX – 6 FPGA using VHDL. The 

watermarked video is same as that of original video with 

an average peak signal to noise ratio of 46db.  

 

 

3. Review of watermarking Techniques: 

There are many techniques which were proposed by 

various experts in the field of video watermarking. I had 

tried to discuss the techniques used for video watermarking 

which are divided into three main groups.  

3.1.  Spatial Domain Method:  

In spatial domain method watermark is embedded by 

changing the pixel value of host image / video directly. 

This method has low computational complexities and 

simplicity. This method is better in real time. 

 

3.1.1. Least significant bit modification: 

In this method least significant bit of each pixel is used to 

embed the watermark. In it the cover image is used to store 

the watermark in which we can embed a smaller object 

many times. This modification is useful tool for 

stenography as it is a simple and powerful tool. 

 

3.1.2. Correlation based technique: 

The correlation based technique is a way to add a 

watermark to an image in the spatial domain. a pseudo 

random noise is distributed uniformly as given in equation: 

 

IW (x; y) = I (x; y) + K *W (x; y) 

Here IW is watermarked image and K is the strength of 

watermark. With the increase in value of K robustness of 

watermark increases. Same is used to recover the 

watermark, the correlation between the noise pattern and 

possible watermarked image is computed. If the correlation 

exceeds the threshold watermark is detected. 

 

3.2.  Frequency Domain video watermarking: 

In this technique the watermark is embedded in the 

frequency domain for robustness purpose. The main three 

techniques are discrete cosine transformation, discrete 

wavelet transformation, discrete Fourier transformation. 

 

3.2.1. The Discrete Wavelet Transform:  

This method has certain property which helps in 

decomposition of images. DWT decomposes the image 

into four components LL,LH,HL,HH. The first letter 

correspondence to low frequency operation or high pass 

operation. The second letter corresponds to filter applied 

to columns. 

In this the signal is split into two parts one high frequency 

and other low frequency. The low frequency part is further 

split into two parts – high frequency and low frequency.  It 

is continued number of times. The watermark is embedded 

in high frequency part to avoid degradation of host video 

and make it invisible. But it leads to reduced robustness. 

The best option is to embed the watermark into LH and HL 

sub bands. It helps to keep robustness and increased 

capacity of embedding data. 

 

3.2.2. The Discrete Cosine Transforms:  

 

In this technique to get middle frequencies, the image is 

broken into different frequencies. The watermark is 

embedded in middle frequencies where it can be easily 

embedded. The middle frequency bands are chosen such 

that they avoid the most visual important parts of the image 

without overexposing themselves to removal through 

compression and noise attacks. A signal or image is 

transformed from spatial domain to frequency domain with 

the help of DCT. It is faster and can be applied to (n log 

n ) operations. 

 

3.2.3. The Discrete Fourier Transforms: 
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Fourier analysis is one the most well known tools for 

signal analysts. It breaks down a signal into constituent 

sinusoids of different frequencies. It has very useful 

frequency content but also have serious draw backs. 

During the transforming to a frequency domain time 

information lost. The watermark is embedded into selected 

frequency bands of the computed magnitude domain of the 

DFT, thereby creating a watermarked magnitude domain. 

The selected frequency bands comprise one or more 

middle frequency bands, and the middle frequency bands 

comprise a band of circular rings of the magnitude domain. 

An inverse Discrete Fourier Transform is performed on the 

watermarked magnitude domain to reconstruct the digital 

data with the embedded watermark. 

 

3.2.4. PCA based video watermarking 

Technique: 

 

 Principal component analysis is a mathematical procedure 

that uses an orthogonal transformation to concert a set of 

observations of correlated variable into a set of values of 

uncorrelated variables called principal components. PCA 

plots the data into a new coordinate system where the data 

with maximum covariance are plotted together and is 

known as the first principal component. Similarly there is 

the second and third principal component and so on. Given 

a data set, the principal component analysis reduces the 

dimensionality of the data set; embedding of the watermark 

is done in the three colors channel of an input video file. 

 

4. Conclusion: 

In this paper, I studied various techniques of video 

watermarking (Spatial and frequency).  The LSB technique 

does not provide robustness and hence it is not very 

effective technique. The watermark embedded with this 

technique can be easily retrieved without degrading the 

image.  The frequency domain techniques are more 

resistant to noise, cropping, rotation and compression. 

DCT techniques show better robustness as the watermark 

is added in middle frequencies while DWT technique has 

better resistance under noise distortion. These techniques 

are computationally pricey and unpredictable. 
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